INFORMATION TECHNOLOGY - INFORMATION MANAGEMENT

Newbe dland
Labrador

Office of the Chief Information Officer

ANNUAL REPORT
2010 - 2011







Office of the
Chief Information Officer

Annual Report
2010 0 2011

Newfoufidland
Labrador



This page is intentionally blank



As the Minister responsible for the Office of the Chief Information Officer, |
am pleased to present the 2010-11 Annual Report.

Since its inception in 2005, the Office of the Chief Information Officer has
grown substantially, and its functions within government have also evolved.
This has been a very busy and productive year which saw the completion of
many significant projects. These range from the development of a Disaster
Financial Assistance Claims System to e-Filing for the Supreme and
Provincial Courts; as well as the continuation of projects such as a new
Case Management System for Child, Youth and Family Services and a new
Human Resources Management System for government.

In accordance with its mandate during 2010-11, the Office of the Chief
Information Officer focused on enhancing information management and
protection, improving service delivery to government departments and
agencies, and working collaboratively with the private sector to maximize business opportunities while
meeting the information technology needs of government.

There are challenges ahead which have been identified in the Office of the Chief Information Of f i cer 0
business plan, but | am confident that the team currently in place has the necessary expertise and skills to
ensure that the information technology requirements of government are well served for the foreseeable

future.

While the Office of the Chief Information Officer has already contributed significantly to the management
and protection of government information assets, | am equally confident of even greater improvement in the
future, as departmental information management programs reach new levels of maturity through
government investment and the Office of the Chief

The following report covers the annual reporting period from April 1, 2010 to March 31, 2011, as well as the
business plan reporting period from April 1, 2008 to March 31, 2011. My signature below indicates my
accountability for the results reported herein.

Honourable Paul Davis
Minister of Service NL
Minister Responsible for the Office of the Chief Information Officer
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1

The2010-11 fi scal year is the final year of -fllhe Of fi

Business Plan. The following is a performance summary comparing planned results versus actual
results for the 2008-11 Business Plan goals, mission, and 2010-11 fiscal objectives.

2008-11 MISSION

Mission:

By 2011, the Office of the Chief Information Officer will have improved the information technology and
information management function to strengthen and modernize service delivery for provincial
government entities.

Planned Result: Indicator Actual Result
e Migrated to industry-leading technologies and communications network Achieved
e Implemented new decision support, self-service, and enterprise-wide Achieved
applications

e Implemented industry best practices including enterprise grade service Achieved
desk, business continuity program, and standard reporting procedures

e Adopted formal models for governance, decision making, project Achieved
management, budget management, and change management

o Developed and approved an information management policy framework Achieved

e Developed and implemented policies, standards, and guidelines aimed at Achieved
improving information management practices and at building a
professional information management capacity across government

o Developed and implemented a new service delivery model which helps to Achieved
grow the private information technology industry capacity while meeting
government 6s needs

¢ Implemented and monitored compliance of information technology Achieved
policies, standards, and guidelines

¢ Implemented and monitored Service Level Agreements in meeting Achieved
government 6s needs

www.gov.nl.ca/ocio



OFFICE OF THEHIEFINFORMATIOKDFFICER2
2008-11 BUSINESS PLAN GOALS

Issue 1: Information Protection and Management

Goal:

By March 31, 2011, the Office of the Chief Information Officer will have improved information
management and protection practices in government.

Planned Result i Indicator Actual Result

e Implemented disaster recovery plansforgover nment 6 s mos Achieved
systems and developedthe Of f i ce of the Chief |
Business Continuity Plan

o Developed education and awareness tools to be used across government Achieved
¢ |Initiated policies and standards to manage and protect government Achieved
information

e Enhanced security infrastructure and modernized equipment and tools Achieved

e Provided advisory services to departments to enable them to increase Achieved
their information management capacity

Issue 2: Service Delivery
Goal:

By March 31, 2011, the Office of the Chief Information Officer will have improved service delivery for
clients.

Planned Result i Indicator Actual Result

e Continued to implement a technology solution which follows industry best Achieved
practices

e Implemented a client feedback process for the services that are provided Achieved
by the Office of the Chief Information Officer

e Refined Service Level Agreements and annual reporting to client Achieved
departments

On average, each Office of the Chief Information Officer IT Service Desk staff person

supports 685 computers and 518 clients.

www.gov.nl.ca/ocio
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Issue 3: E-Government

Goal:

By March 31, 2011, the Office of the Chief Information Officer will have established the necessary
foundational elements to support the development of electronic service delivery.

Planned Result i Indicator Actual Result

e Deployed an enhanced, common payment engine Achieved

e Deployed an improved, advanced communications network that supports Achieved
electronic service delivery

e Adopted standards for data, identity, and access management Achieved

e Supported government departments in their planning for e-government Achieved
initiatives

Issue 4: Industry Growth

Goal:

By March 31, 2011, the Office of the Chief Information Officer will have supported the growth of the
information technology and information management sectors.

Planned Result i Indicator Actual Result

e Improved communications with the information technology and Achieved
information management sectors

e Improved project planning Achieved

e Improved processes for outsourced projects and services Achieved

\idiiiiiidid § v,,‘m
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2010-11 FISCAL OBJECTIVES

Issue 1: Information Protection and Management

Objective:

By March 31, 2011, the Office of the Chief Information Officer will have established a framework which
enables departments to manage and protect their information assets.

Planned Result i Indicator Actual Result

¢ Developed and executed a communications plan for the information Achieved
management and protection policy of government

e Developed and communicated internal security architecture guidelines Achieved

e Devel oped a guide for ncinfemationng a Achieved
management pr o g r farrdignts

e Continued the implementation of disaster recovery plans for select client Achieved
systems

Issue 2: Service Delivery

Objective:

By March 31, 2011, the Office of the Chief Information Officer will have improved service delivery for
clients.

Planned Result i Indicator Actual Result

e Continued improvements to the change management process Achieved

e Continued the refinement of Service Level Agreements as required Achieved

¢ Realigned the information technology service delivery model for the Achieved
St . Jmeblarég®mn

The Office of the Chief Information Officer averages over 2,200

application service requests per month.

www.gov.nl.ca/ocio
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Issue 3: E-Government

Objective:

By March 31, 2011, the Office of the Chief Information Officer will have established all core foundational
elements support i ng gover nment 6s elivergihitiatve.i ¢ service d

Planned Result i Indicator Actual Result

e Enhanced network security and performance for clients Achieved

e Developed an approach for the use of identity management Achieved

Issue 4: Industry Growth

Objective

By March 31, 2011, the Office of the Chief Information Officer will have supported the growth of the
information technology sector.

Planned Result i Indicator Actual Result

o Negotiated new professional service contracts with vendors to supply Achieved
information technology services to government

www.gov.nl.ca/ocio
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The Office of the Chief Information Officer was established under the Executive Council Act and is a
Category Two entity under the Transparency and Accountability Act.

The Office of the Chief Information Officer is an entity within the Executive Council which is
responsible for providing information technology support to provincial government departments,
agencies, boards, and commissions; developing information technology and information management
policies and standards; and providing information management advisory services to departments and
agencies.

The Office of the Chief Information Officer supports in excess of 100 different commercial software
applications and over 500 custom-built applications that service the business of government. These
applications reside on over 1,000 servers and are delivered to 8,000 personal computers.
Government also owns a significant network infrastructure, as well as a comprehensive provincial
wide area network. This varied and complex environment requires security frameworks, preventative
maintenance, disaster recovery plans, software licence monitoring, and capacity planning.

LEGISLATION

The Office of the Chief Information Officer is responsible for the Management of Information Act. This
Act provides the overall direction for the management and protection of government information by
public bodies within the Province of Newfoundland and Labrador. The Act mandates that each public
body establishes and operates a program to manage and protect the government information it
maintains, in order to meet its legal, regulatory, and operational requirements. The Office of the Chief
Information Officer is responsible for the administration of this Act, including:

¢ Recommending policies, standards, directives, and guidelines that facilitate the operation of an
efficient and secure information management program;

¢ Organizing and supporting the Government Records Committee, the entity mandated by the
Management of Information Act to provide direction on the removal, disposal, and destruction of
government records;

¢ Providing advisory services to public bodies with the development, implementation, and
maintenance of information management programs.

www.gov.nl.ca/ocio
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OFFICES AND EMPLOYEES

As of March 31, 2011, The Office of the Chief Information Officer had approximately 341 positions
(268 permanent positions and 73 temporary positions). The main officei s | ocat ed i n St .
Higgins Line. This location accommodates the majority of the employees and contractors. Employees
are also located across the metro region and throughout the province. There are 17 employees in
regional offices in Happy Valley-Goose Bay, Corner Brook, Stephenville, Grand Falls-Windsor,
Gander, Marystown, and Clarenville.

The Office of the Chief Information Officer employs approximately 65 per cent male and 35 per cent
female employees in non-management positions; and 55 per cent male and 45 per cent female
employees in management-level positions or above.

Approximately 75 per cent of employees work in technical positions; the remaining 25 percent of
employees work in non-technical, management, executive, or administrative positions. Specifically,
employees classified in positions as management-level or above make up approximately 19 per cent
of the organizationds compl ement .

ORGANIZATION AND STRUCTURE

The Office of the Chief Information Officer is structured into five Branches: Corporate Operations and
Client Services, Information Management, Solution Delivery, Application Services, and Operations.

Chief Information Officer

Executive Director
Corporate Operations &
Client Services

Executive Director Executive Director Executive Director

Information Management Solution Delivery Executive Director

Application Services Operations

Palicy, Planning & Information Management . . R . Infrastructure & Service
Corporate Operalions & Protection Enterprise Architeciure Application Services (1) Delivery
g n Advisory Services & ot . P . Securily, Communications
Client & Vendor Services Support Application Delivery Application Services () & Data Cenire
Lrnject Management Office Corparate Projects & GIS Application Pratection

www.gov.nl.ca/ocio
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CORPORATE OPERATIONS AND CLIENT SERVICES coordinates business operations, financial
administration, contract management, policy development, strategic planning, human resources,
project management, and facilities management services. The branch also works in collaboration with
departments and supported public bodies to set information technology
strategic direction for government and to develop and maintain client
relationships.

INFORMATION MANAGEMENT develops directives, standards, guidelines,
and procedures in the areas of information management and
information protection; and provides advisory services and support to
government departments, agencies, boards, and commissions to build
gover nment 6s anhageiment caymdity anchto emable
compliance with legislation and information management best practices.
The branch is responsible for the administration of The Management of
Information Act and for government-wide information management and
information protection initiatives.

SoLUTION DELIVERY provides overall vision, strategy, direction, and
leadership in relation to the design, development, implementation, and
deployment of: systems development, information technology
infrastructure, and new technology projects for government
departments, agencies, boards, and commissions.

APPLICATION SERVICES delivers overall leadership and vision for application services, including
application support, enhancement, maintenance, and protection, as well as production control, web
support, and database administration services.

OPERATIONS provides ongoing support, management, security, integrity, and availability of
government 0 sormatiorf technology infrastructure and assets. Government information technology
assets consist of over 8,000 desktops and laptops, enterprise LAN/WAN technologies, and printing
technologies; as well as an enterprise data centre hosting hundreds of managed servers, enterprise
applications, and related technologies.

The Office of the Chief Information Officer was officially created in 2005 and employs 341

personnel in eight locations across the province.

www.gov.nl.ca/ocio
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LINES OF BUSINESS

Through its lines of business, the Office of the Chief Information Officer provides a wide range of

ser vices and programs to i mprove gover nmeanagémenti nf
capabilities and to enhance service delivery to departments. The Office of the Chief Information

Officer also provides information management direction and advisory services for government
departments, agencies, boards, and commissions to assist them in advancing their information
management capacities.

Office of the Chief Information Officer Lines of Business

Solution Delivery and Application Support Budgeting and Expenditures

e In-house application development e Professional services, including resource

e Management of contracted application acquisition
development e Acquisition of hardware and software

e Implementation and customization of e Hosting and processing services
ready-made vendor solutions e Development and management of service

o Development and deployment of contracts and agreements
enterprise-wide applications e Licensing agreements

e Management and support for all of the above « Other expenditures associated with

information technology and information
management, as defined by the
Management of Information Act and the
Of fice of the Chief
Business Plan

Information Technology and Information Management Operations
Policy, Planning, and Standards
o Development of policies, directives procedures, e IT Service Desk for desktop support,
standards, and guidelines application-related issues, and information
e Strategic planning and management of management systems
initiatives e Printing solutions
e Services and support as mandated in the ¢ Data and file back-up and recovery
Management of Information Act and the Office e Disaster recovery planning
of the Chief Information Officerd6 Business Plan ¢ Field technical services
e Protection of information; and policies and e Data Centre operations
procedures for the retention and disposal of e Software version control
both paper and electronic data e Communication services, excluding
e Procurement of professional resources from telephone communications, but including
private information technology and information the Internet
management businesses, building local industry  Information technology asset management

capacity while meetinggover nment 6 s

www.gov.nl.ca/ocio
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PRIMARY CLIENTS

Departments Supported Public Bodies

Business

Child, Youth and Family Services
Education

Environment and Conservation

Executive Council

Finance

Fisheries and Aquaculture

Government Services

Health and Community Services

Human Resources, Labour and Employment
Innovation, Trade and Rural Development
Justice

Labrador and Aboriginal Affairs

Municipal Affairs

Natural Resources

Tourism, Culture and Recreation
Transportation and Works

In 2010, the Offi

Fire and Emergency Services

Forestry and Agrifoods Agency

Government Purchasing Agency

Workplace Health, Safety and Compensation

Review Division

Labour Relations Agency

Labour Relations Board

Legal Aid Commission

Municipal Assessment Agency

Public Service Commission

Research and Development Corporation

The Rooms Corporation

The Royal Newfoundland Constabulary

Provincial and Supreme Courts

House of Assembly and Statutory Offices

(except Auditor General):

0 Office of the Chief Electoral Officer

0 Office of the Child and Youth Advocate

o Of fice of the Ciei ze

0 Office of the Information and Privacy
Commissioner

of t hlgSetvice®eEk | nf or m

handled 70,402 service requests

www.gov.nl.ca/ocio
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2010-11 EXPENDITURES

The net expenditure for the Office of the Chief Information Officer for the 2010-11 fiscal year was $81,975,200.
This amount can be divided into five categories:

e SOLUTION DELIVERY $34,989,900
e APPLICATION SERVICES $8,334,300
e OPERATIONS $18,178,300
e INFORMATION MANAGEMENT $1,532,700
e ADMINISTRATION $18,940,000

SOLUTION DELIVERY T the design, development, implementation, and deployment of roughly 100 system
development projects to maximize potential and improve the delivery of services provided by government.

APPLICATION SERVICES T the support, enhancement, maintenance, production control, database administration,
and web support of over 500 business applications.

OPERATIONS | the ongoing support, management,s ecur i ty, and avai Inbootnation t y of
technology infrastructure and assets that enablegover nment 6 s applications to fu

INFORMATION MANAGEMENT i the advisory services and support to the Office of the Chief Information Officer,
government departments, and supported public bodies on information management and information protection
to enable compliance with legislation and information management best practices; coordination of the Office of
the Chi ef | nf o rnfomnatiopnomanagemént andeprot@ction iprograms.

ADMINISTRATION T the salaries, supplies, equipment, and other services required for the operation of the Office
of the Chief Information Officer. This also includes the Corporate Operations and Client Services Branch, which
handles business operations, financial management, facilities management, human resources planning,
strategic planning, policy development, client relationships, and service level management.

MANDATE

The Office of the Chief Information Officer operates as an entity within the Executive Council and is governed
by the Executive Council Act. The Office of the Chief Information Officer is responsible for:

¢ Information technology and information management coordination, planning, budgeting, and policy
development

e Developing and operating computer systems and infrastructure for government departments, agencies,
boards and commissions that are directly supported by the administrative support services of departments

e Expenditures and procurement of information technology goods and services

e Administering the Management of Information Act

¢ Managing information technology related agreements and contracts

e Providing consultative services, particularly in the area of information management

e Working collaboratively with the private information technology sector to maximize business opportunities
while meeting the information technology and information management needs of government

www.gov.nl.ca/ocio
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The Office of the Chief Information Officer works in partnership with government departments and
publicly funded bodies on information technology and information management initiatives. Through
these shared commitments, the Office of the Chief Information Officer is able to address the
information technology and information management needs of government agencies through the key
strategic objectives outlined in its Business Plan.

The Office of the Chief Information Officer works with the
information technology sector on many of the initiatives completed
for government departments. These investments have had
significant benefits for the information technology vendors and their
competitive position in local and global markets. These successes
have allowed the Office of the Chief Information Officer to meet its
strategic objective of supporting the growth of the information
technology and information management sectors.

The success of projects such as e-Learning, e-Filing, and
Companies and Deeds Online were significant in substantiating the
foundational elements implemented by the Office of the Chief Information Officer to support the
development of electronic service delivery to government. This has allowed the Office of the Chief
Information Officer to achieve the key strategic objective of e-government.

Below are some of the Of f i ce of t he Chi ecbmpletadfsbaredhinittaivesn Of f i c e

COMPANIES AND DEEDS ONLINE

The Companies and Deeds Online system for the Department of Government Services allows law firms to

securely submit documents to the Registry of Deeds online, rather than in paper format. This functionality will

increase accessihil i ty to the Registryds services via thmesandd nt er
returns, and allow the department to enhance services to the public by moving towards a self-service model.

GRANTS AND CONTRIBUTIONS

The Grants and Contributions system was implemented for the Voluntary and Non-Profit Secretariat to improve
the distribution of grants and contributions. The primary goal was to improve service to the community and to
strengthen the relationship between government and the Volunteer and Non-Profit Secretariat.

E-FILING

The e-Filing initiatives improve access to the Courts through alternative service delivery models. The Supreme
Court e-Filing initiative allows wills, estates, and guardianship documents to be filed online to the Supreme
Court. The Provincial Court e-Filing initiative has enabled online filing of small claims cases at the Provincial
Court, as well as online fees payments.

www.gov.nl.ca/ocio
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E-LEARNING
The e-Learning Management System was implemented to allow government employees to complete online
courses offered by the Centre for Learning and Development.

DISASTER FINANCIAL ASSISTANCE CLAIMS
The Disaster Financial Assistance Claims System was implemented for Fire and Emergency Services and used
during Hurricane Igor to manage property damage claims, as per the Federal Government Cost Recovery

Program. This is an online system that accepts claim applications, registers
assessments, evaluates data, and creates disbursement requests.

LONG TERM REBATES

The Long Term Rebates System was implemented for the Department of
Finance to support multiple rebate programs such as the Parental Benefits
and Home Heating Rebate programs. The solution provides better applicant
service by reducing application processing time and enabling better
management of rebate programs.

MEDICAL TRAVEL MILEAGE ENHANCEMENTS

Enhancements to Medical Travel Mileage were implemented for the
Department of Health and Community Services to accommodate the changes
to the Medical Transportation Assistance Program. The system was updated
to automatically calculate the mileage incurred when using a private vehicle

to travel for specialized insured medical services.

CRITICAL SKILLS INVENTORY
The Critical Skills Inventory System was implemented for the Public Service Secretariat to capture skills
information for provincial government employees to be utilized during emergency situations.

WESTERN REGION OF CHILD, YOUTH AND FAMILY SERVICES INFORMATION TECHNOLOGY SETUP

Child, Youth and Family Services employees across the Western Region were transitioned to the provincial
government information technology environment. The primary objective was to transition employees across
multiple locations throughout the province from the current Regional Health Authorities environments to the
provincial government information technology environment. This encompassed hardware, software, network,
e-mail, and file migration, as well as operations and support.

INFORMATION MANAGEMENT CAPACITY ASSESSMENT TOOL

The Office of the Chief Information Officer has been providing information management plans for departments
using its Information Management Capacity Assessment Tool (IMCAT) since 2006. Currently, a total of 25
departments and public bodies have benefited from IMCATSs. Using the outputs from their IMCATS, public
bodies have been able to make significant improvements in their capacities to manage and protect the
information for which they are accountable, thereby improving their level of compliance with the Management of
Information Act and the finformation Management and Protection Policya Working with departments and public
bodies in completing IMCATSs and providing follow-up advice and support was one of several instances where
the Office of the Chief Information Officer has improved information protection and information management
practices within government, thereby achieving one of its key strategic goals.

www.gov.nl.ca/ocio
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The following section is a summary of tisthatOf fi ce
enhanced security and infrastructure, and contributed to the overall improvement in information

technology and information management over the 2010-11 fiscal year. These accomplishments

helped the Office of the Chief Information Officer to meet its 2008-11 mission statement of having
fimproved the information technology and information management function to strengthen and

modernize service delivery for government entities.o

NOVELL DATA MIGRATION PROGRAM

The Novell Data Migration Program is an infrastructure modernization program for the provincial government.
Departmental applications, shared folders, and hundreds of individual user directories and their files will be
migrated onto new infrastructure. In 2010-11, data and user migrations were completed for several government
departments.

TRIM PROGRAM

The Government of Newfoundland and Labrador has adopted HP TRIM as its record management system.

TRIM enables departments to easily capture, manage, secure, and discover business information to meet

governance and regulatory compliance obligations. In 2010-11, TRIM was implemented as a case
management solution for t hasaRlumanwasourdds tracking systeindortief f i ce a
Department of Government Services.

INFORMATION PROTECTION AND SECURITY: EDUCATION AND AWARENESS

In 2010-11, the Information Management Branch continued its program of education and awareness for Office
of the Chief Information Officer employees and contractors. Presentations and sessions covered topics such
as: Risk Assessments; the Risk-Based Decision Process; Information Security Classification; and Information
Protection and Security Directives, Standards and Guidelines. In addition to in-house education and
awareness, the Information Management Branch also provides information protection sessions across
government. In 2010-11, sessions were provided to nine departments and agencies.

IMPROVEMENTS TO INTRUSION PREVENTION AND DETECTION

Intrusion Detection and Prevention Systems are network security appliances that monitor, log, report, and
actively block malicious network activity. In 2010-11, the go v e r n mfeemwall 8odution was enhanced through
the implementation of improved Intrusion Detection and Prevention Systems, raising the level of security in this
critical area.

www.gov.nl.ca/ocio
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DATA CENTRE IMPROVEMENTS

In 2010-11, the Office of the Chief Information Officer implemented a system of multiple Power Distribution

Units and overhead power cable distribution in the Data Centre located at 40 Higgins Line. This initiative

improved the power redundancy to information technology equipment through the delivery of alternate power

feeds to critical equipment within the Data Centre, thus further ensuring system availability to clients and

enabling future growth within the environment. 1 n addi t i on, t hstng Bafoh Rre SLippressiore 6 s €
System was removed as per the Environmental Protection Act and was replaced with a more environmentally-

friendly Inergen Fire Suppression System.
N 2
l

MIDRANGE SERVER CONSOLIDATION

In 2010-11, two projects were initiated to
consolidate and modernizegover n me nt
midrange server environment. These projects
included the migration of multiple servers and ' -
databases from aging physical servers to a
modern virtual server environment.

CITRIX INFRASTRUCTURE UPGRADE
Government utilizes a Citrix infrastructure to
deliver a significant number of critical
applications to all departments. The Citrix infrastructure upgrade was undertaken to consolidate and modernize
government 6s Ci gimarder todnmprove mpplicatian performance and enhance redundancy.

WIRELESS NETWORK PILOT
A wireless network was implemented at 40 Higgins Line to provide a more mobile work environment in a
secure manner and to test the requirements to extend wireless into other government locations.

MICROSOFT OFFICE COMMUNICATIONS SERVER

Microsoft Office Communications Server is a technology which allows instant messaging, audio/video
conferencing, and Live Meetings. A Microsoft Office Communications Server was deployed on a trial basis to
select users, such as at the Office of the Chief Information Officer and Rural Secretariat.

TRAINING FOR EMPLOYEES

The Office of the Chief Information Officer is committed to training its employees. The priorities are to:
e provide employees with the tools they need to excel at their jobs
e recognize potential and encourage development of emerging skills
e prepare employees for advancement within the organization

In 2010-11, Office of the Chief Information Officer employees took advantage of 552 training opportunities at a
cost of $200,700. Training was provided in such areas as: technology; leadership; security; and respectfulness
in the workplace.

www.gov.nl.ca/ocio
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VISION

The vision of the Office of the Chief Information Officer is of a professional information technology and
information management capability aligned to enable the business of government and support the
needs of the citizens of Newfoundland and Labrador - 2008-11 Business Plan.

REPORT ON PERFORMANCE

In accordance with the Transparency and Accountability Act, the following section is an account of the

Of fice of the Chief I nformation Of f,iamdéscababjeciveso gr e ¢
outlined in the 2008-11 Business Plan. Indicators for plan goals, mission, and objectives outlined

below were developed by senior management and identify activities essential to achieving planned

results. Furthermore, accomplishments described below contribute to the outcome ofgover n ment 0
strategic directiontofii mpr ov e t fliceencygan@dcadedsipility ofegovernment services as they

relate to information technology and information managementa

As 2011 is a mission-ending year, government entities are also required under the Transparency and
Accountability Act to report on their mission statements. Government entity mission statements are
reported on for two planning cycles.

MISSION

The Office of the Chief | nf or matt-oriemed @t linked drecitlyso mi
its Business Plan goals. The mission identified priority focus areas of the minister and the Office of the

Chief Information Officer as they moved forward on the strategic directions of government for the

2006-11 mission cycle. The following measure(s) and indicator(s) assisted both the Office of the Chief
Information Officer and the public in monitoring and evaluating the successes reported on below.

The following section is an account of the Office
the 2006-11 mission cycle and accompanying indicators.

MISSION STATEMENT:

By 2011, the Office of the Chief Information Officer will have improved the information technology

and information management function to strengthen and modernize service delivery for provincial
government entities.

MEASURE:
Improved information technology and information management function to strengthen and modernize
service delivery for provincial government entities.

www.gov.nl.ca/ocio



Indicator i Planned Result

Migrated to industry-
leading technologies and
communications network

Implemented new decision
support, self-service, and
enterprise-wide
applications

Implemented industry best
practices including
enterprise grade service
desk, business continuity
program, and standard
reporting procedures
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INDICATORS AND ACCOMPLISHMENTS

Actual Result

The Office of the Chief Information Officer has completed numerous initiatives

to migrate government to industry-leading technologies and communications

networks. Some of the key initiatives completed in this area included:

e Replacing obsolete equipment, including approximately 8,000 desktops and
laptops across government

e Upgrading or replacing over 100 servers and adopting standard server
virtualization technology

e Upgrading government 6 s w i deevorlain avexr 200 government offices

and enabling video conferencing for a number of departments and entities

Standardizing and consolidating service desk platforms

Implementing a standard architecture for web-based applications

Standardizing file and print server technologies

Deploying standard server backup technology

Implementing technology to enable secure electronic file transfer

Implementing new office productivity tools

The Office of the Chief Information Officer developed an Electronic Service
Delivery Strategy for the Department of Government Services and implemented
self-service applications such as:

E-Filing for Provincial and Supreme Courts

BizPal for the Department of Government Services

Online Jobs for the Public Service Commission

Conference Registration

Web Receipting

Curriculum Materials for the Department of Education

The MiRiIAd enhancements for the Department of Natural Resources
The Office of the Chief Information Officer has implemented new decision
support applications such as:

e Disaster Financial Assistance Claims

e Budget and Financial Consolidation System

e SharePoint

The Office of the Chief Information Officer has implemented enterprise-wide
applications such as:

Microsoft Outlook across government

TRIM Records Management System

One enterprise-grade service desk for all of government

An architecture system for the MAP Resource Centre

Online payment solution - ePayment Broker

The Office of the Chief Information Officer implemented an approach to
streamline and enhance the services provided to government clients. To this
end, several industry best practices were followed, including:

e Consolidating seven help desks in 2008-09 into a hew IT Service Desk (one
e-mail address and one phone number) to provide information technology
support and services to all government departments and supported public
bodies

e In 2009, formally documenting a Business Continuity Plan and updating that
plan in 2010
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Adopted formal models for
governance, decision
making, project
management, budget
management, and change
management

Developed and approved
an information
management policy
framework

Developed and
implemented policies,
standards, and guidelines
aimed at improving
information management
practices and building a
professional information
management capacity
across government
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e Standardizing reporting processes such as:
0 Updates to departmental planning and service delivery committees
0 Guidelines for tracking Business Plan performance
o Reporting protocols for budget requests and monitoring
o Project reporting

The Office of the Chief Information Officer has created standing governance
committees focused on security, project management, change management,
and enterprise architecture. In addition, Planning and Service Delivery
Committees have been established to work with government departments to
provide their information technology and information management needs.

e In December 2009, the Office of the Chief Information Officer received
approval for the Al nformati on Mana:
over-arching policy which enables the Office of the Chief Information Officer
to develop mandatory directives and standards for the management and
protection of government information.

e The Office of the Chief Information Officer also completed an Information
Protection and Security Policy Guide. This document guides the
development of directives, standards, and guidelines for the protection of
government information.

The Office of the Chief Information Officer has implemented and communicated

numerous information management related directives, standards, and

guidelines. Some of these include:

e TRIM Enterprise strategy, in which standards for TRIM deployment across
government were developed

e Corporate Records and Information Management Standard (C-RIMS),
which is a standard records classification plan and retention schedule for
common corporate records across government

e One Time Disposal Standard for use by public bodies in submitting records
for disposal

e Updated policy and guidelines for managing e-mail

e Password Guideline, Network Security Guideline and Acceptable
Encryption Guideline

¢ Information Management Capacity Assessment Tool (IMCAT), a capacity
assessment standard based upon the ISO 15489 Records Management
Standard

e The Information Management Horizontal Review assessed the information
management infrastructure in government and resulted in standard
information management position descriptions and classifications for
government, as well as a standardized set of core competencies for
information management practitioners

e Creation of an Information Security Classification Directive and Standard to
classify information according to data confidentiality, integrity, and
availability requirements; and thereby set appropriate safeguards for data
protection
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Developed and
implemented a new service
delivery model which helps
to grow the private
information technology
industry capacity while
meetinggo v er n me n g
needs

Implemented and
monitored compliance of
information technology
policies, standards and
guidelines
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Previous to April 1, 2007, information technology services for government were
provided by a single service provider. Over the fiscal year 2006-07, the Office of
the Chief Information Officer reviewed a variety of information technology
service delivery models to determine the approach that would best meet the
needs of government, while contributing to the development of the private
information technology sector. The Office of the Chief Information Officer
concluded that the most suitable model would be one in which each of the
major information technology services were addressed separately.

The Office of the Chief Information Officer released three Requests for
Proposals; one was issued to obtain the services of a Data Centre service
provider, a second was issued for professional services, and a third was issued
for wide area network services. Proposals were evaluated, and contracts were
awarded to multiple service providers effective April 1, 2007.

The Office of the Chief Information Officer created and implemented a
standardized governance process for the development and approval of
information technology related directives, standards, guidelines, and
procedures. Included in the process is a standardized template, a process
checklist, and a webpage to communicate all policy related documents and
changes: http://www.ocio.gov.nl.ca/ocio/policies/library.html. All policy related
documents undergo a review every two years to ensure they remain relevant to
technology and legislative changes.

The Office of the Chief Information Officer has developed and implemented
numerous information technology policies, standards, and guidelines including:
Information Technology Asset Re-deployment and Disposal Guidelines
Portable Media and Storage Device Guidelines

Video Conferencing Guidelines

E-mail Guidelines

Support of Multi-function Printers and Photocopiers

Backup Policy

Blackberry Policy

Terms of Use and Confidentiality Agreements

Compliance with internal policy, directives, and standards is vested in the

individual branches of the Office of the Chief Information Officer; while

compliance with government-wide policies, directives, and standards is the

responsibility of the heads of public bodies, as per the Management of

Information Act. Examples of some compliance monitoring procedures

employed by the Office of the Chief Information Officer are:

¢ Information technology service providers are periodically audited to ensure
that external contractors are compliant with the Terms of Use or
Confidentiality Agreements.

e Backup logs are audited on a daily basis to ensure successful completion of
all scheduled backups, in accordance with the Backup Policy.
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Implemented and The Office of the Chief Information Officer, in consultation with Departmental
monitored Service Level Planning and Service Delivery Committees, developed Service Level
Agreements’ in meeting Agreements and Memoranda of Understanding. These documents outline the
gover nment 6s services that the Office of the Chief Information Officer provides to government
entities. To date, 32 Service Level Agreements and 2 Memoranda of
Understanding have been signed and implemented with government
departments and agencies. Service Level Agreements are monitored by the

Of fice of the Chi edlientlSarfices Dimigiani Cliemt SEvicesi
Consultants meet regularly with departmental representatives and review
Service Level Agreements and project deliverables.

DISCUSSION OF RESULTS

The Office of the Chief Information Officer was established in April 2005, bringing together eight
diverse information technology operations into a central organization. The Chief Information Officer
became responsible for streamlining and enhancing service delivery, for reforming management and
operational practices throughout government, and for bridging the role of government in public service
delivery with the private sector.

Over the course of the 2006-08 and 2008-11 Business Plans, the Office of the Chief Information

Officer has metitsmission st at e me n tg the ihformaitiam fechoology mnd information

management function to strengthen and modernize service delivery for provincial government
entities. o0 By meeting the mission objectives out.|
the Chief Information Officer was able to effectively address all performance indicators associated

with the mission statement.

The Office of the Chief Information Officer replaced, consolidated, and standardized obsolete
hardware technologies, raising go v e r n me nihgandrasteugtiresand equipment to industry
standards. This greatly improved the capacity, reliability, and supportabilityofgover nment 6 s
technology, while reducing risks such as hardware failures. Modern enterprise-wide applications from
industry leaders such as Microsoft, Oracle, Hewlett-Packard, and IBM were introduced to standardize
environments and to reduce maintenance overhead.

Information management and information protection capacity was increased across government
through the introduction of the Information Management Capacity Assessment Tool; the Information
Management Horizontal Review; policies, directives, standards, and guidelines; and modern
document management tools like HP TRIM. Information technology services provided to government
were enhanced by: consolidating IT Service Desk functions; creating Service Level Agreements; and
implementing new delivery models.

By consolidating services, standardizing processes, and improving efficiencies, the Office of the Chief
Information Officer has improved service delivery. Taking this one step further and implementing
standards and processes reflective of industry best practices, the Office of the Chief Information
Officer has provided improved and efficient service to provincial government entities.

! Service Level Agreements are agreements between an information technology service provider and a customer which
document services and specify the responsibilities of both parties.
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ISSUE 1. INFORMATION PROTECTION AND MANAGEMENT

Enhancinggover nment 6 s capacity t o ma naasgteistherfidtispue ot e ct
addressed in the Office of the Chief Information Officer6 s 210 Bu8iness Plan. By successfully

meeting the 2010-11 fiscal year objective, the Office of the Chief Information Officer achieved its 2011
goal, while advancing a strategic direction of government. The strategic direction of government that

was advanced includes the following key components: the modernization of information management

and information protection practices; and information security and management.

The foll owing section is an account of the Offic
the 2008-11 Business Plan goals, 2010-11 fiscal objectives, and accompanying indicators associated
with the information protection and management issue.

GoAL

By March 31, 2011, the Office of the Chief Information Officer will have improved information

management and protection practices in government.

MEASURE
Improved information management and protection practices.

INDICATORS AND ACCOMPLISHMENTS

Indicator i Planned Result Actual Result

Implemented Disaster Early in the 2008-09 fiscal year, the Office of the Chief Information Officer
Recovery Plans for developed an approach for high-level disaster recovery. The implementation
CORACHa I NN RGN Oof Disaster Recovery Plans for critical systems is an ongoing effort, as new
SYSICISIET Mo CIVEl oo o Rig[SHI  Systems are implemented and existing systems change. As of March 31,
Office of the Chief 2011, 165 formal Disaster Recovery Plans had been successfully completed.
I nf or mati on Of

The Office of the Chief | nfor mawason
submitted in March 2009. Included within the Plan was a baseline services
inventory (submitted in March 2008); a threat risk assessment (submitted in
July 2008); and a business impact analysis (submitted in October 2008). The
Plan has been communicated across the organization, and an update was
submitted to Fire and Emergency Services.

Business Continuity Plan
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Developed education and
awareness tools to be used
across government

Initiated policies and
standards to manage and
protect government
information

Enhanced security
infrastructure and
modernized equipment and
tools
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Information management education and awareness tools which were

developed for government department and agencies include:

e Quarterly meetings focused on topics of relevance to information
management practitioners

e The creation and maintenance of the IM Community OnLine Intranet

e A communications plan for the finformation Management and Protection
Policyoof government

e IM@ Work, an online course posted on the Office of the Chief Information
Of f | webgité Isttp://www.ocio.gov.nl.ca/ocio/im/course.html. IM @
Work is available to all government employees who are interested in
learning more about information management

e Reorganization of the Information Management and Protection section of
the Office of the ChiefInf or mat i on Of fi cer s web
makes it more accessible and intuitive by separating the information used
by information management practitioners from that used by public servants

e The development of practices and classroom training for all Office of the
Chief Information Officer staff on Incident Response Protocols which would
be activated in the event of a security incident or event

In December 2009, the Office of the Chief Information Officer received
approval for the fAlnformation Manag:¢
over-arching policy which enables the Office of the Chief Information Officer to
develop mandatory directives and standards for the management and
protection of government information. Since its approval, the Office of the

Chief Information Officer has developed and implemented several directives,
standards, and guidelines, including:

e AGui de t o | naganennfartPiblicBodidsDd n

e On Time Disposal Standard for use by public bodies in seeking approval

for the disposal of government records

e Guidelines for the creation of Records Retention and Disposal Schedules

e Password Management Directive, Standard, and Guideline

e Information Security Classification Directive and Standard

e Risk Assessment Guide

e Threat Risk and Vulnerability Assessment tools

e A process to document and authorize the clientsérequests for data from
production databases.

Since 2008, the Office of the Chief Information Officer has made significant
investments in enhancing security infrastructure and in modernizing
equipment. Initiatives include:

e The purchase and deployment of a laptop encryption solution across
government. This solution addresses common risks to data confidentiality
due to loss and theft of mobile computer systems. As of March 31, 2011, a
total of 1,000 laptops were encrypted.

e The repatriation of the authentication infrastructure which had traditionally
been managed by a local information technology vendor. This initiative
gives the Office of the Chief Information Officer full control over
government 6s remote user access ne

e The replacement of perimeter firewalls and switches with industry-leading
solutions to enhance network security and to take advantage of
technological advancements.
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Provided advisory services The Office of the Chief Information Officer created a team of Information

to departments to enable Management Analysts who provide advice and support to departments and
them to increase their public bodies in developing their information management programs; and
information management especially in creating records classification and retention plans. Contact has
capacity been made and services provided to every government department and most
of the agencies to which the Office of the Chief Information Officer provides
services. Additionally as one of its primary tools to build capacity, the Office of
the Chief Information Officer created the Information Management Capacity
Assessment Tool (IMCAT). As of March 31, 2011, the Office of the Chief
Information Officer has completed 25 IMCATSs for departments and agencies;
thereby providing them with capacity assessments and three to five year plans
to build their information management programs.

Performance measures for the period of April 1, 2010 to March 31, 2011 are provided below:

OBJECTIVE

By March 31, 2011, the Office of the Chief Information Officer will have established a framework
which enables departments to manage and protect their information assets.

MEASURE
Established a framework which enables departments to manage and protect their information assets.

Indicator i Planned Result Actual Result

Developed and executed a A communications plan template was developed and implemented to
(eIl oJ@ 2Bl communicate the Ainformation Management and Protection Policyo of
lai{elan Ul MV EIELEInEiR-slsM government. As a result of implementing this communications plan,
Protection Policy of government employees were made aware of their information management
government and protection obligations.

Developed and Security and system design guidelines and standards have been developed for
communicated internal all stages of the System Development Life Cycle and for risk assessment and
security architecture transition of systems into operational mode. These are available on the Project
guidelines Management section of the Office of
http://www.ocio.gov.nl.ca/OCIO/pmo/index.html.

Developed a guide for The AGuide to I nformation Management
i c r e andimplgmenting is avail able on the Office of the Ct
EQ R I{elanEilola N ETat-Te[SToa[STa [ M hitp://www.0cio.gov.nl.ca/ocio/im/practitioners/index.html. This Guide is used
NI W K I BN ANl Dy information management practitioners in government to help them develop
and implement their information management programs in a consistent

manner, based upon best practice.

Continued the As of March 31, 2011, a total of 643 applications were identified, of which 165
implementation of Disaster have formal Disaster Recovery Plans in place. This fiscal year, 62 plans were
Recovery Plans for select completed, and an additional 61 plans are in progress.

client systems
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DISCUSSION OF RESULTS
The Office of the Chief Information Officer has met all performance indicators related to the 2010-11
fiscal objectivet o fi dsthlighed a framework which enables departments to manage and protect
their information assets. ©his objective was accomplished through the development of Disaster
Recovery Plans for a significant number of go v e r n meziticdl $ystems that may be interrupted
during an emergency. The Office of the Chief Information Officer also developed and communicated
several security architecture guidelines, directives, and an information management guide; all of which
have assisted government in managing its information assets. By meeting the 2010-11 fiscal year
objective, the Office of the Chief Information Officer achieved its 2011 strategic goal.

Over the course of the 2008-11 Business Plan, the Office of the Chief Information Officer has met its

2011 strat egiimproyed anformation marnagement and protection practices in

government. By meeting the fiscal objectives outlined in the Business Plan for the past three years,

the Office of the Chief Information Officer was able to effectively address all performance indicators
associated with this strategic goal. This was accomplished through the successful implementation of
initiatives concentrated on information management and information protection. For instance, several
initiatives focused on information management awareness and education, such as the creation of an
Information Management Community Intranet, the establishment of quarterly IM Community meetings,

and the revamp of the Information Management sect
website.

The development and implementation of Disaster Recovery Plans and Business Continuity Plans
improved the readiness of government in case of emergency. In addition, several projects, such as
the laptop encryption initiative, enhanced the security of government infrastructure and equipment.

By meeting the strategic goals and fiscal objectives outlined in the 2008-11 Business Plan, the Office
of the Chief Information Officer was also able to advance a strategic direction of government.
Information management and security-focused initiatives, such as Information Management Capacity
Assessment and laptop encryption, were executed to meet performance indicators and to achieve
several strategic directions of government. Strategic direction components advanced through this goal
include the modernization of information management and information protection practices.

ISSUE 2: SERVICE DELIVERY

The provision of professional, quality information technology and information management services
for government departments and agencies is a core function of the Office of the Chief Information
Officer and is reflected accordingly within the 2008-11 Business Plan. Over the 2010-11 fiscal year,
the Office of the Chief Information Officer commenced several client-focused initiatives intent on
improving how services are delivered to government. Through these initiatives, the Office of the Chief
Information Officer met its 2008-11 fiscal objective and in turn, achieved the 2011 goal.

The following section is an accountof the Offi ce of t he Chief I nformati on

the 2008-11 Business Plan goals, the 2010-11 fiscal objectives, and accompanying indicators
associated with the service delivery issue.

GOAL

By March 31, 2011, the Office of the Chief Information Officer will have improved service delivery

for clients.
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MEASURE
Improved client service delivery

INDICATORS AND ACCOMPLISHMENTS

Indicator i Planned Result Actual Result

Continued to implement a Over the duration of the 2008-11 Business Plan, the Office of the Chief
technology solution which Information Officer continued the implementation of the Information Technology
follows industry best Infrastructure Library® Service Delivery Model under the Information
practices Technology Service Management initiative. Progress on this initiative included:
e The implementation of a standardized and automated incident management
process in the Office of the Chief Information Officer 6 s Appl i cat
Branch

e The completion of training for 126 internal staff and 35 staff from two
government departments

e The revision of several service delivery model processes

e The upgrade of software

Implemented a client A Client Services Division was established early in the 2008-09 fiscal year to

feedback process for the better serve client departments. A client survey was distributed across

S-SR EIREIR o)V (o [ Me)YAl government in March 2009 and over 1,000 surveys were completed

the Office of the Chief (approximately 15% of the employee population) with generally positive

Information Officer responses. The survey results were then compiled and presented to

departments. Recommendations were identified through the survey results and

departmental feed-back. Based on the survey results, the Office of the Chief

Information Officer implemented the following process improvement

recommendations:

e Updated the Office of the Chief Information Officer website to be more
informative and client-centric

e Created and distributed regular status reports to departments

e Formalized after-hours support arrangements for numerous departments

A client survey is planned to be completed biannually.

Refined Service Level Over the duration of the 2008-11 Business Plan, the Office of the Chief
Agreements and annual Information Officer continued to acquire approval for Service Level Agreements
reporting to client between the Office of the Chief Information Officer and government
departments departments and entities. As of March 31, 2011, 32 Service Level Agreements
and 2 Memoranda of Understanding had been signed.

As part of the review and signing process, Service Level Agreements have
been revised to include amendments. A notable amendment was made to
include the reference to Disaster Recovery Plans for specific client applications.
In the past, the Office of the Chief Information Officer reported to its client
departments through an annual report. This single annual report was replaced
by status reports provided at regularly scheduled departmental Planning and
Service Delivery Committee meetings.

% The Information Technology Infrastructure Library (ITIL) is a set of guidelines which are based on industry best practices
for the management and provision of operational Information Technology services.
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Performance measures for the period of April 1, 2010 to March 31, 2011 are provided below:

OBJECTIVE

By March 31, 2011, the Office of the Chief Information Officer will have improved service delivery

for clients.

MEASURE
Improved service delivery

Indicator i Planned Result Actual Result

Continued improvements to
the change management
process.

Continued the refinement of
Service Level Agreements as
required.

Realigned the information
technology service delivery
model for the
metro region.

The change management process ensures that standard methods and
procedures are used to handle changes in hardware or software to minimize
risk. The Office of the Chief Information Officer works with departments to
jointly approve and plan for changes in their applications and information
technology infrastructure, thereby minimizing business disruption.

The change management process improvements completed over the 2010-11

fiscal year include:

e The consolidation of Change Management Teams within both the
Operations Branch and Application Services Branch into one Enterprise
Team. A new Change Management Analyst position was created and filled.

e The consolidation of all change management processes into one standard
process.

e The development and implementation of a new firewall change
management process to improve the gating of applications into a
production environment.

Service Level Agreements were amended to include improvements such as
the reference to Disaster Recovery Plans. The new Service Level Agreements
were also reviewed, and a number of sections were removed to make the
documents more concise.

Computer Support Staff are now assigned by geographic area, not by
department. This realignment has resulted in increased efficiencies, such as
decreased response times. The information technology service delivery model
was realigned into the following areas:

o Downtown/Prince Philip Drive

Mount Pearl / St. Johnds West

St. Johnés Centre/ St. Johnds East
Avalon region

St.Johndbs External/ Confederation Buil
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DISCUSSION OF RESULTS
The Office of the Chief Information Officer has met all performance indicators related to the 2010-11

fiscal objective to fhave improveds er vi ce d el i VIRigopjechivewas accommisheds . 0
through client-centric initiatives such as the complete realignment of the information technology
service delivery model f or t hiacreS8sedeffideaodesatmssthet r o

metro area. The continued refinement of Service Level Agreements and the consolidation of change
management processes across the Office of the Chief Information Officer have improved service
delivery by standardizing processes and by increasing collaboration. By successfully meeting the
2010-11 fiscal year objective, the Office of the Chief Information Officer has achieved its 2011
strategic goal.

Over the course of the 2008-11 Business Plan, the Office of the Chief Information Officer has met its
2011 strategic goal of foritlientsp Byaneeting the fsscahobjecteres dwdlihed v e r
in the Business Plan for the past three years, the Office of the Chief Information Officer was able to
effectively address all performance indicators associated with this strategic goal. This was

accomplished through the successful implementation of client-focused initiatives such as the creation

of a Client Services Division, which has greatly improved communication and reporting to client
departments. The continued implementation of industry best practices has allowed the Office of the

Chief Information Officer to improve service delivery.

ISSUE 3: E-GOVERNMENT

Electronic servicede | i very i s an i mportant el ement of the
2008-11 Business Plan. By successfully meeting the 2010-11 fiscal objective, the Office of the Chief
Information Officer has met its 2011 goal, while advancing a strategic direction of government. The

strategic direction that was advanced includes the following key components: an emphasis on e-
government and the modernization of information technology.

The following section is an account of the Offic

the 2008-11 Business Plan goals, 2010-11 fiscal objectives, and accompanying indicators associated
with the e-government issue.

GOAL

By March 31, 2011, the Office of the Chief Information Officer will have established the necessary

foundational elements to support the development of electronic service delivery.

MEASURE
Established the foundational elements for electronic service delivery.
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INDICATORS AND ACCOMPLISHMENTS

Indicator i Planned Result Actual Result

Deployed an enhanced, During the 2008-09 fiscal year, a centralized web receipting page was created
common payment engine to provide a common view for all applications utilizing online or ePayments.
The online payments solution, ePayment Broker, was then incorporated into
the common page along with all required infrastructure and application
modifications, testing, and vulnerability assessments. All payment types utilize
the ePayment Broker system.

A~

Deployed an improved, The Office of the Chief Information Officer monitored go v e r n mdatat 6 s
advanced communications network to identify areas of improvement. As a result, in 2009-10, the Office of
network that supports the Chief Information Officer increased go v e r n mieterrtetésgeed from 40
electronic service delivery MB/sec to 150 MB/sec, as well as implemented a backup (secondary) internet
connection. This increase has improved the capacity of data communications,
positioning government for future electronic service delivery initiatives. The
Office of the Chief Information Officer will continue to monitor internet capacity
to ensure optimal performance.

In addition, throughout the 2007-08 fiscal year, the Office of the Chief

I nformati on Officer upgr atierkl Ing00%18®,r n r
further upgrades were implemented to enable video conferencing for various
government departments and agencies.

I [o] I e RS =N e ETfo ER{oI o Ei-M  During the 2009-10 fiscal year, the Office of the Chief Information Officer
identity, and access designed and implemented a system architecture for the Map Resource
management Centre (spatial data warehouse). The geospatial data standards® implemented
during the creation of this system, as approved by the Geographical
Information System (GIS) Technical Committee, are based on ESRI GIS
Software.

The Office of the Chief Information Officer also developed a new standard
throughout 2009-10 for information security classification. This standard was
based on the one adopted by the Federal/Provincial Public Sector Chief
Information Officer Council.

In addition, in 2009-10, the Office of the Chief Information Officer implemented
new standards and processes to improve the security of government password
protocols, including:

e Resetting employee passwords for network login

e Increasing employee password complexity requirements

¢ Reducing the frequency of password resets

3 Geospatial data is defined as data with implicit or explicit reference to a location relative to the earth. This standard establishes the
information infrastructure to support the discovery and use of geospatial information and to enable information sharing among
departments, with other jurisdictions, and with the private sector.
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The Office of the Chief Information Officer developed the Electronic Service
Delivery Strategy for the Department of Government Services. In addition, the
Office of Chief Information Officer worked with government departments to
plan and implement e-government initiatives, such as:

e E-Filing for Provincial and Supreme Courts

Online Jobs for the Public Service Commission

Conference Registration

Web Receipting

Curriculum Materials for the Department of Education

The MiRIAd enhancement for the Department of Natural Resources
BizPal for the Department of Government Services

Supported government
departments in their
planning for e-government
initiatives

Performance measures for the period April 1, 2010 to March 31, 2011 are provided below:

OBJECTIVE

By March 31, 2011, the Office of the Chief Information Officer will have established all core
foundati onal el ements supporting governmentOo

MEASURE
Establishedcorefoundat i onal el ements support i nglivegyinitiagiven me r

Indicator i Planned Result Actual Result

SRUERVE RS ESCVIIWA »  Aging firewalls were replaced with a new redundant two-tier firewall
and performance for clients solution for a higher level of protection.

e Security Threat Response Manager was added to collect and analyze
potential threats. This highlights and prioritizes potential attacks and
allows for a proactive response, which greatly reduces exposure.

e Networks were redesigned and upgraded utilizing the new firewall solution
to segregate and secure services. This segregation also reduces
broadcasts and other unwanted traffic, thereby improving performance.

DIVE o] =TT oI (eI RioJ@ A high level Business-to-Business ldentity Management Strategy was
the use of identity developed. As a result of this Strategy, a common identifier has been
management implemented for law firms accessing e-Filing and Judgment Enforcement
Registry.

www.gov.nl.ca/ocio



OFFICE OF THEHIEFINFORMATIOKDFFICER30

DISCUSSION OF RESULTS

The Office of the Chief Information Officer has met all performance indicators related to the 2010-11

fiscal objectivetoi h av e e s tllectre fousnhdeadt i onal el ement s sug@rpnecr t i
service delivery initiative. ©his objective was accomplished through initiatives such as network

redesign and upgrades and the implementation of a Business-to-Business ldentity Management

Strategy. By successfully meeting the 2010-2011 fiscal year objective, the Office of the Chief

Information Officer has achieved its 2011 strategic goal.

Over the course of the 2008-11 Business Plan, the Office of the Chief Information Officer has met its

2011 strategic goal to fhave established the necessary foundational elements to support the
development of electronic servicede | i ver yo. By meeting the fiscal o
Plan for the past three years, the Office of the Chief Information Officer was able to effectively address

all performance indicators associated with this strategic goal. This was accomplished through the

successful implementation of initiatives such as the deployment of ePayment Broker, which is a

centralized web receipting application, and BizPal, which simplifies the business permit, licensing, and
regulatory processes for business service providers. Enhancements were madetothegover nment ¢
network that: increased network bandwidth speed from 40 MB/sec to 150MB/sec; implemented a

backup (secondary) internet connection; and enabled video conferencing for some government

entities. New standards for data management were also implemented, including geospatial data

standards and a standard for information security classification.

By meeting the strategic goals and fiscal objectives outlined in the 2008-11 Business Plan, the Office
of the Chief Information Officer was able to advance several strategic directions of government,
including an emphasis on e-government and the modernization of information technology.

ISSUE 4: INDUSTRY GROWTH

Fostering growth of advanced technology sectors is the last issue outlined in the Office of the Chief
I nf or mat i on -IBdsinesePlan. Oveltle @@BLO-11 fiscal year, the Office of the Chief
Information Officer commenced several initiatives intended to improve communication and project
planning between the Office of the Chief Information Officer and information technology and
information management service providers. Through these initiatives, the Office of the Chief
Information Officer met the 2010-11 fiscal year objective and in turn, achieved the 2011 goal.

The following section is an account of the Office

the 2008-11 Business Plan goals, the 2010-11 fiscal objectives and accompanying indicators
associated with the industry growth issue.

GOAL

By March 31, 2011, the Office of the Chief Information Officer will have supported growth of the

information technology and information management sectors.

MEASURE
Increased opportunities for fully outsourced projects/services.
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INDICATORS AND ACCOMPLISHMENTS

Indicator i Planned Result Actual Result

Improved communications
with the information
technology and information
management sectors

Improved project planning

Improved processes for
outsourced projects/services

In addition to regularly scheduled monthly management meetings and semi-
annual executive meetings with vendors, the Office of the Chief Information
Officer enhanced communications with industry through the introduction of
frequent project management meetings during the 2009-10 fiscal year. These
project management meetings are attended by members of the Project
Management Office and by professional service vendors. They discuss project
progress, improvements in administration and process, as well as project
initiatives.

To improve project planning, since 2007 the Office of the Chief Information
Officer developed and implemented multi-year project budgets. As well,
Systems Development Life Cycle considerations for multi-year projects were
developed and incorporated into budget preparation templates.

In 2009-10, a business case scoping document and a high-level financial
planning template were developed to be used for all new information
technology projects. Implementation of the new scoping document and
financial planning template has resulted in improved project scoping for
government6é mformation technology initiatives.

To improve processes around outsourcing projects and services, the Office of
the Chief Information Officer developed, implemented, and communicated a
framework for outsourcing full projects. The framework was presented to
Newfoundland and Labrador Association of Technology Industries (NATI) in
June 2008. The Office of the Chief Information Officer also met with company
representatives of the Information Technology Consortia (information
technology and information management service providers which included:
Allstream, xwave, Deloitte, Plato, Infotech, zedIT and Tamarack) to discuss the
framework.

Performance measures for the period April 1, 2010 to March 31, 2011 are provided below:

OBJECTIVE

By March 31, 2011, the Office of the Chief Information Officer will have supported the growth of

the information technology sector.

MEASURE

Supported the growth of the information technology sector.
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Indicator i Planned Result Actual Result

NETe[olEIC MR (o IS [oa:IMM The Professional Services Request for Proposal was released on May 21,
service contracts with 2010 and awarded in March 2011. The professional services contracts were
vendors to supply awarded to the following consortia:

information technology e Plato Consulting Inc. (Includes Plato Consulting Inc., Dockridge Solutions
services to government Inc., IBM Canada Ltd., and Integrated Informatics Inc.)

e PricewaterhouseCoopers (includes PricewaterhouseCoopers LLP, Infotech
Canada Inc., and Tamarack Geographic Technologies Ltd.)

e Bell Canada Inc. (Includes Bell Canada and zedIT Solutions)

The contracts are effective April 1, 2011 to March 31, 2014.

DISCUSSION OF RESULTS
The Office of the Chief Information Officer has met all performance indicators related to the 2010-11

fiscal obj esugportedehe growthfohtte infmrmation technology sector. his objective
was accomplished by negotiating new professional service contracts with vendors to supply various
information technology and information management services to government. By successfully meeting
the 2010-11 fiscal year objective, the Office of the Chief Information Officer achieved its 2011 strategic
goal.

Over the course of the 2008-11 Business Plan, the Office of the Chief Information Officer met its 2011
strategic goal thegroiwth @ theinfemapop techriolegy and information
management sectors. By meeting the fiscal objectives outlined in the Business Plan for the past three
years, the Office of the Chief Information Officer was able to effectively address all performance
indicators associated with this strategic goal. This was accomplished through several initiatives such
as process improvements for project planning and budgeting functions; and outsourcing full projects
where appropriate.
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INFORMATION TECHNOLOGY AND INFORMATION MANAGEMENT SERVICES FOR
GOVERNMENT:

Over the 2010-11 fiscal year, the Office of the Chief Information Officer has awarded approximately
$39,302,300 through the Wide Area Network, Data Centre, and Professional Services contracts. The
table below outlines services and expenditures outsourced to information technology/information
management vendors for the 2010-11 fiscal year:

Total Expenditure

Service Vendors for 2010-11

WAN Bell Aliant $2,166,500

Bell Aliant $3,729,500

IT and IM PricewaterhouseCoopers $11,181,000
i1l Canada (PwC) Consortium

(includes Plato Consulting

Inc., Infotech Canada and

Tamarack Geographic

Technologies)

Services

Contracts

Deloitte $5,330,700

Bell Aliant Consortium $16,894,600
(includes Bell Aliant, zedIT)
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On June 30, 2011, the Office of the Chief Information Officer tabled its 2011-14 Business Plan. The
Plan identifies key issues on behalf of the Minister for the period April 1, 2011 to March 31, 2014.
Over the next three years, the Office of the Chief Information Officer will be focusing efforts on
innovation, information management and protection, and service delivery.

INNOVATION

Innovation provides government with opportunities to increase efficiencies, improve the delivery of
public services, and respond more effectively to changing public needs and rising expectations.
The Office of the Chief Information Officer will actively seek opportunities to adopt innovative
technologies and processes that align with departmental strategic goals, as a means of improving
services to government entities, further enabling their lines of business.

INFORMATION MANAGEMENT AND PROTECTION

Government information must be managed in an efficient, legal, and secure manner according to the
requirements of legislation and policy. As stewards of government information, the Office of the Chief
Information Officer is committed to providing the tools, systems, policy framework, and advisory
services required to enable departments to manage and protect their information in a manner which
supports decision-making and provides services to citizens.

SERVICE DELIVERY

The provision of professional, quality, information technology and information management services
for government is a core function of the Office of the Chief Information Officer. Continuous work is
necessary to increase responsiveness to client technology needs, while simultaneously supporting
client lines of business. The Office of the Chief Information Officer will continue enhancing service
delivery to government departments and supported agencies by creating a client forum, developing

service delivery performance measures,ande nhancing t he management of

technology and information management project portfolios.

oS
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7

Finan@al StatementUnaudited

Expenditure and revenue figures included in this document are un-audited and based on public
information provided in the Report on the Program Expenditures and Revenues of the Consolidated
Revenue Fund for the Year Ended 31 March 2011. Audited financial statements are a requirement at
the government level and are made public through the Public Accounts process; however, the Office
of the Chief Information Officer is not required to provide a separate audited financial statement.
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